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MULTI-HOME SERVICE SYSTEM 

CROSS-REFERENCE TO RELATED APPLICATION 
[01] This application claims the benefit of Korean Patent Application No. 
2003-23234, filed April 12, 2003, in the Korean Intellectual Property Office, 
the disclosure of which is incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

[02] The present invention relates to a networking service system, and more 
particularly to a multi-home service system for extending services for mutual 
accesses of information devices connected to a home network to information 
devices connected to external home networks. 

2. Description of the Related Art 

[03] Together with communication technology developments, the Internet 
has emerged such that worldwide communication terminals are connected in 
one huge network by which diverse services using the Internet have appeared. 
Beyond the concept of simple material sharing, the recent Internet services 
have reached a level that enables users to enjoy games and talking in real time 
with any other person at a distance, as well as to appreciate movies in real time. 
[04] Further, various digital information devices having a network function 
have appeared in the market, such as Internet refrigerator, digital TV, settop 
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box, and so on, which can access the Internet at home. A home network has 
also been developed which connects such information devices in one network 
at home in order for users to utilize the devices more conveniently. 
[05] Fig. 1 is a view showing a structure of a general home network. The 
home network includes various networks such as a telephone network, a 
wireless LAN or Bluetooth network, a USB network, a IEEE1394 network, an 
electric power network, and so on. 

[06] The telephone line 120 has a telephone set 120a, a notebook computer 
120b, a facsimile machine 120c, and a computer 120d connected thereto. The 
wireless LAN or the Bluetooth network 130 has a notebook computer 130a 
and a PDA 130b connected thereto. The USB network 140 has a computer 
140a, a printer 140b, and a scanner 140c connected thereto. The BEEE1394 
150 is a communication protocol for AV instruments, and has a TV set 150a, a 
camcorder 150b, and an audio system 150c connected thereto. The power line 
160 has a facsimile machine A, a coffee maker 160a, an electric rice cooker 
160b, a refrigerator 160c, and a washing machine 160d connected thereto. 
Further, the home network has a gateway 110 connecting an external network 
and the respective devices which exist on a sub-network. The sub-networks 
120, 130, 140, 150, and 160 are connected to one another through an access 
point such as a bridge. 

[07] However, since the home network as described above is mixed up with 
existing networks such as telephone line, power line, and so on, and new types 
of networks such as the Bluetooth network, wireless LAN, and so on, the 
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devices on different networks operate based on different hardware and 
software platforms, which causes difficulties in communications among the 
devices. 

[08] Accordingly, network integration technologies are required to 
smoothly perform mutual communications among the devices on different 
networks. Recently, for the network integration, new middleware has been 
proposed which is designed to build a virtual computing environment such 
that home devices dispersed on different networks exist in one network, and 
provide application programs based on the virtual computing environment. 
For example, there exists the Universal Plug & Play(UpnP), home appliance 
virtual interface (HA VI), a Java network technology (JINI), and so on, for the 
middleware. 

[09] The middleware as described above is placed between the operating 
system and the application programs, and connects dispersed data and 
applications dispersed in the client/server environment together. Further, the 
middleware supports diverse communication protocols, system structures, 
operating systems, databases, and applications. 

[10] However, the middleware supports home devices on one home 
network so that these home devices can mutually communicate with one 
another, but does not support such mutual communications for home devices 
on external home networks outside the home network due to technical 
problems; thus, a problem exists with the middleware in that it does not satisfy 
user's diverse desires. That is, with recent active community services and 
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residence environment changes, home network users desire convenient 
information exchanges among devices at their own homes together with 
devices connected to others' home networks. For example, people in an 
apartment complex want to be able to share files among them to become 
possible. Additionally, a person might want to control a device installed in his 
or her home from a neighboring device. Further, members in a specific group 
desire services so that they can share multi-player games and specific data 
among them. Such services as above have been developed by Internet service 
providers, and part of the services is being provided at present. 
[11] However, when such services as aforementioned that users want are 
used through the Internet service providers, there inevitably exists the Internet 
service providers of third parties as an intermediate medium, which may cause 
information to be revealed as well as cause inconvenience somewhat to users 
who want a direct access to other home networks for diverse services such as 
multi-player games, file sharing, remote controls, medium sharing, and so on. 
That is, various communication services are provided only by the Internet 
service providers so far, which causes a problem since users have to accept 
inconvenience caused by the subscription to such an Internet service as well as 
pay more for communication fees due to the charges incurred by use of such a 
service. 

SUMMARY 

[12] In order to solve the above problems, it is an aspect of the present 
invention to provide a multi-home service system capable of providing 
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extended access to devices connected to external home networks like the 
access to devices at one's own home network while removing the worries 
about revealing information and the like. 

[13] In order to achieve the above aspect, a multi-home service system 
comprises a first interface for exchanging data with information devices 
connected to a home network; a second interface for exchanging data with 
information devices connected to external networks; a storage unit for storing 
a data base which is established based on information collected with respect to 
the information devices connected to the home network and the external 
networks; and a control unit for collecting information on the information 
devices connected to the home networks and providing a service for mutual 
accesses among the information devices connected to the home networks, 
registering the external networks in a database based on setup information on 
the external home networks that is transferred through the first interface, and, 
if multicast packets are delivered from the information devices connected to 
the home networks, delivering the multicast packets through a virtual private 
network (VPN) tunnel to the external home networks registered in the 
database. 

[14] The control unit includes an application processing unit for receiving 
and transferring messages with a multi-home service application built therein 
in order for the information devices connected to the home networks to be set 
up with accesses to and information on the external home networks; a network 
processing unit for forming the VPN tunnel through communications with 
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gateways of the external home networks, and processing mutual data 
exchanges with the information devices connected to the external home 
networks through the VPN tunnel; and a main processing unit for collecting 
information on the information devices connected to the home networks, 
providing a service for mutual accesses among the information devices, and, if 
the multicast packets are transferred from the information devices connected 
to the home networks, processing multicast packet transfers through the VPN 
tunnel formed through the network processing unit. 

[15] The application processing unit includes an external home network 
registration unit for, if a registration request is transferred through an identifier 
based on registration rules provided from the application for a registration of 
an external home network, mapping the requested external home network and 
the identifier into the database; and an external home network list providing 
unit for, if the application requests a list of the external home networks 
registered through the external home network registration unit, providing the 
list with reference to the database. 

[16] The application processing unit further includes a second registration 
unit for, if the application transfers a registration request through second 
registration rules provided to register the information devices connected to the 
external home networks and/or drivers, mapping the registration-requested 
information devices and/or drivers into the database; and a second list 
providing unit for providing a list of the information devices and/or drivers 
registered through the second registration unit from the application with 
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reference to the database. Further, the application processing unit further 
includes a setup change unit for, if a deletion and setup change request is 
transferred from the application through edit rules provided to delete and 
change the setup of options registered through the first and second registration 
rules, updating the database based on requested options. Further, the 
application processing unit further includes a state display unit for, if a state 
information providing request is transferred from the application through a 
state display window provided to request state information for information 
exchanges with the external home networks, providing the state information 
with reference to the database based on whether the VPN tunnel with the 
external home networks is formed. Further, the application processing unit 
further includes a service access-allowable range setup unit for, if the 
application sets up and transfers a service accessible range for the information 
devices connected to the home networks through service accessible range 
setup rules provided to set up a service accessible range of the external home 
networks with respect to each of the information devices connected to the 
home network, mapping the transferred service accessible range setup 
information into the database. 

[17] The network processing unit includes a network address translation 
unit for, if a message having a private IP address as an origination address is 
received from the information devices connected to the home networks, 
translating the private IP address into an authenticated IP address allocated 
from an ISP, and translating an authentication IP address as a destination 
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address of a message transferred from an external home network into a private 
IP address allocated to an information device; and a VPN processing unit for 
forming the VPN tunnel through communications with the gateways of the 
external home networks, and mapping into the database a state of whether the 
VPN tunnel with the external home networks is formed. 

[18] If private IP addresses of the home network and an external home 
network exist on the same level or one of the two home networks includes the 
address of the other home network, the network processing unit generates a 
new network address table for the two home networks to use different private 
IP addresses in the VPN tunnel and maps the network address table into the 
database, and translates based on the new network address table origination or 
destination addresses for an information device connected to the home 
network or data packets transferred from the external home network. 
[19] If the destination address is transferred in a multicast IP address format 
from an information device connected to the home network, the network 
processing unit encapsulates the multicast IP address in a data packet used on 
the Internet. 

[20] If a gateway of the external home network transfers in the multicast 
format the destination IP address encapsulated in a data packet, the network 
processing unit multicasts the data packet to the information devices of the 
home network, and, if origination and destination IP addresses are transferred 
in a unicast format from a device fit to the data packet, transfers the packet in 
the unicast format to the destination IP address. 
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[21] The main processing unit includes a middleware processing unit for 
collecting device information and service information on the information 
devices and mapping the information into the database and providing services 
for mutual accesses to the information devices connected to the home network, 
and, if a multicast packet is transferred from an information device connected 
to the home network, transferring the multicast packet to the registered 
external home network; and a proxy processing unit for exchanging 
information with the information devices connected to the home network 
through the middleware processing unit, and exchanging information with the 
network processing unit to exchange data with the information devices 
connected to the external home network. 

[22] When an information device connected to the home network transfers a 
request for access to the information devices connected to the external home 
network and no VPN tunnel with the external home network is recorded in the 
database, the middleware processing unit requests the network processing unit 
to form a VPN tunnel with the external home network. Further, if multicast 
packets are transferred to the external home network through the VPN tunnel, 
the middleware processing unit forwards the multicast packets to the 
information devices connected to the home network. Further, if a response 
message is transferred from an information device having received the 
multicast packets, the middleware processing unit transfers the response 
message to an origination address of the multicast packets through the VPN 
tunnel. 
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[23] If an information device connected to the home network transfers a 
specific service request for an information device of a specific external home 
network registered for a service through the application, the main processing 
unit transfers to a destination address of the corresponding information device 
a data packet for requesting the specific service to be executed through the 
VPN tunnel with a specific external home network. If the VPN tunnel with 
the specific external home network is not formed, the main processing unit 
requests the network processing unit to form the VPN tunnel. Further, if a 
service unaccessible message is received from the specific external home 
network, the main processing unit updates the database. 

[24] In the meantime, if the service unaccessible message is received from 
the specified external home network, the main processing unit transfers an 
unaccessible message to the service-requesting information device. Further, if 
a data packet requesting a service for access to an information device 
connected to the home network is received through the VPN tunnel from an 
external home network and the external home network is accessible, the main 
processing unit transfers the data packet to a destination address of the packet. 
[25] As described above, the multi-home service system according to the 
present invention enables users to access the devices connected to their own 
home networks as well as the devices connected to the external home 
networks so that information can be conveniently and safely exchanged. 
BRIEF DESCRIPTION OF THE DRAWINGS 
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[26] The invention will be described in detail with reference to the 
following drawings in which like reference numerals refer to like elements, 
and wherein: 

[27] Fig. 1 is a view for showing a structure of a general home network; 
[28] Fig. 2 is a block diagram for showing a gateway having a multi-home 
service manager according to an embodiment of the present invention; 
[29] Fig. 3 is a view for illustrating a multi-home service window provided 
for users in an application; 

[30] Fig. 4A to Fig. 4D are flow charts for respectively explaining 
operations of the gateway performing a process based on each button provided 
on the multi-home service window of Fig. 3; 

[31] Fig. 5 A and Fig. 5B are views for showing a service access policy 
table and a service access table for external home networks, respectively; 
[32] Fig. 6 is a view for showing signal flows among devices connected to 
two individual home networks having the gateway of Fig. 2; 
[33] Fig. 7 to Fig. 9 are flow charts for explaining operations of a multi- 
home service manager built in the gateway of Fig. 2; 

[34] Fig. 10 and Fig. 11 are views for showing a process for providing a 
home-to-home multi-game service and a process for providing a music file 
sharing service, respectively. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 
[35] Hereinafter, the present invention will be described in detail with 
reference to the attached drawings. 
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[36] Fig. 2 is a block diagram for showing a gateway having a multi-home 
service system according to an embodiment of the present invention. A multi- 
home system is positioned between the Internet and information devices, and 
has an application processing unit 210, a network processing unit 220, and a 
main processing unit 230. 

[37] The application processing unit 210 exchanges information with a 
multi-home service application built-in an information device with a graphic 
user interface which is connected to a home network so that access to and 
information on external home networks can be set up. Further, the application 
processing unit 210 performs commands for building and requesting a 
database 240 according to setup information or request messages sent from the 
application. 

[38] Fig. 3 is a view for illustrating a multi-home service window provided 
on the screen of an information device in the application. The multi-home 
service window has an add/delete/change button A, a state/command input 
button B, a service registration button C, a registration service selection button 
D, and a service access policy table button. 

[39] The add/delete/change button A is a button to be selected when a user 
wants to add, delete, or change a service or driving program for external home 
networks and information devices connected to the external home networks. 
Fig. 4A is a flow chart for explaining operations when the add/delete/change 
button is selected. First, if the add/delete/change button A is selected (S411), 
the application processing unit 210 requests an addition, deletion, or change to 
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a multi-home service manager of an external home network corresponding to 
the application processing unit 210. Thus, the multi-home service manager 
displays an authentication pop-up window (S413) on the information device 
having a built-in graphic user interface, if the request is made on an option of 
addition (S412). Thereafter, if accepted by a user, the multi-home service 
manager adds to its service access policy table, information on the addition- 
requesting home network (S415), and sends a response message (S416) for the 
addition to the addition-requesting home network and updates a database 
(S417). Further, if a received message is a request for a deletion or a change, 
the multi-home service manager immediately sends a response message and 
updates the database. In the meantime, the user's multi-home service manager 
having received the response message from the external home network 
updates its database. 

[40] The state/command input button B is a button to be selected when a 
user wants to look at the states of the connections with external home 
networks. Further, if the state/command input button B is selected, the 
services of the previously registered external home networks are displayed all 
together (S421), and, if a user selects the service, the multi-home service 
manager can immediately send a service request command (e.g., S425). Fig. 
4B is a flow chart for explaining the operations when the state/command input 
button B is selected. 

[41] The service registration button C is a button to be selected when a user 
wants to register the services and set-up programs related to information 

13 



devices connected to external home networks. If the button C is selected 
(S431), the application provides an external device registration window (S432). 
Further, if the services and drivers of an external device are set up through the 
external device registration window (S433), the application updates the 
database based on the set-up options (S434). Fig. 4C is a flow chart for 
explaining the operations when the service registration button C is selected. 
[42] The registration service selection button D is a button to be selected 
when a user wants to access or drive services or drivers while looking at a 
registered service list of a specific external home network. At this time, 
individual services and drivers on a list serve as batch files. Fig. 4D is a flow 
chart for explaining the operations when the registration service selection 
button D is selected. If the registration service selection button D is selected 
at the time any virtual private network(VPN) tunnel is not formed with an 
external home network, the application performs a process for forming the 
VPN tunnel (S443), and sends a service execution request message (S444). 
Further, if a corresponding program is driven, a process is performed for a 
service based on an application program. 

[43] The service access policy table button is a button provided for a user to 
set up an accessible service range of an information device connected to a 
home network from an external home network. The database is updated 
according to an access-allowable service range set up by the user. 
[44] Fig. 5A and Fig. 5B are views for showing structures of a service 
access policy table and a service access table for an external home network 
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that are built through a message delivery process with applications built in 
information devices and through a communication process with a multi-home 
service manager of the external access network, as above, in the application 
processing unit. 

[45] The network processing unit 220 forms the VPN tunnel between a 
home network and an external home network, and processes data exchanges 
through the formed VPN tunnel. To do so, the network processing unit 220 
has a network address translator 222 and a VPN processor 224. 
[46] The network address translator 222, if a message having a private DP 
address as an origination address is received from an information device 
connected to a home network, translates the private IP address into an 
authenticated IP address allocated from an Internet service provider(ISP). 
Further, the network address translator 222 translates an authenticated IP 
address-typed destination address of a message delivered from an external 
home network into a private IP address assigned to a corresponding 
information device. Moreover, if a destination address is delivered in a 
multicast IP address format from an information device connected to a home 
network, the network address translator 222 encapsulates the multicast IP 
address in an Internet data packet. 

[47] The network processing unit 220 includes the VPN processor 224 
communicating with a gateway of an external home network and forming a 
VPN tunnel. Here, the VPN processor 224 serves as a VPN server or a VPN 
client depending upon the situation with respect to the gateway of the external 
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home network, and forms a tunnel to the gateway of the external home 
network. Further, if addresses allocated to the devices connected to the home 
network have the same level as private IP addresses allocated to the devices 
connected to an external home network or the private IP addresses allocated to 
any of home networks are included in the private IP addresses of another 
home network, the network processing unit 220 produces a new network 
address table in order for the two home networks to use different private IP 
addresses from each other in the VPN tunnel, maps the new network address 
table into the database, and uses the network address translator with respect to 
data packets transferred from an information device connected to the home 
network or from an external home network to translate an origination address 
and a destination address based on the new network address table. 
[48] Fig. 6 is a view for showing signal flows for showing a process for 
forming a VPN tunnel and transferring signals as an information device 
connected to a home network requests access to an information device 
connected to an external home network. Here, if a destination IP address 
encapsulated in an Internet data packet is delivered in a multicast format from 
a gateway of an external home network, the network processing unit 220 
multicasts the destination IP address to information devices of a home network, 
and, if origination and destination IP addresses are delivered in a unicast 
format from a device fit to data packet, transfers packets to the destination IP 
address in the unicast format. 
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[49] The main processing unit 230 collects information for information 
devices connected to a home network and provides service for mutual accesses 
among the information services connected to the home network. Further, if 
multicast packets are transferred from an information device connected to the 
home network, the main processing unit 230 uses a VPN tunnel formed 
through the network processing unit 220 to send the multicast packets up. to an 
external home network. Further, if an access request is transferred from an 
information device connected to the home network to an external network, the 
main processing unit 230 checks a communication state with an external home 
network, and, if any VPN tunnel is not established, communicates with the 
network processing unit 220 of the external home network through the 
network processing unit 220 to form a VPN tunnel, and, after obtaining 
information on information devices connected to the external home network, 
provides the obtained information to an access-requesting information device. 
For the above operations, the main processing unit 230 includes a middleware 
processor 232 and a proxy processor 234. 

[50] The middleware processor 232 collects device information and control 
information from individual devices connected to a home network and maps 
.the collected information into a database. Further, if multicast packets are 
transferred from home devices connected to the home network, the 
middleware processor 232 exchanges information with the network processing - 
unit 220 to transfer the multicast packets to an external home network 
specified in advance by registration rules provided by the application 
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processing unit 210. If an access request is transferred from an information 
device connected to a home network to an information device connected to an 
external home network and a VPN tunnel with the external home network is 
not recorded in the database, the middleware processor 232 requests the 
network processing unit 220 to form a VPN tunnel with the external home 
network. Further, if multicast packets are delivered from an external home 
network through a VPN tunnel, the middleware processor 232 forwards the 
multicast packets to the information devices connected to the home network. 
Further, if a response message is sent from an information device having 
received multicast packets, the middleware processor 232 transfers the 
response message to an origination address of the multicast packets. 
[51] The proxy processor 234 exchanges information with information 
devices connected to a home network through the middleware processor 232, 
and exchanges information with the application processing unit 210 and the 
network processing unit 220 in relation to information exchanges with 
information devices connected to an external home network. If a specific 
service request is sent from an information device connected to a home 
network for an information device of a specific external home network 
registered for services through an application, the proxy processor 234 
delivers specific service-requesting data packets to a specific information 
device through a VPN tunnel formed with a specific external home network. 
Further, if the VPN tunnel is not formed with the specific external home 
network, the proxy processor 234 requests the network processing unit 220 to 
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form a VPN tunnel. Moreover, if a service-unaccessible message is received 
from an external home network, the proxy processor 234 updates the database 
240. 

[52] The database 240 is built with information established through various 
rules provided from applications and information obtained through 
information exchanges with external home networks. Fig. 5A is a view for 
showing a form of the database 240 built through various rules established for 
an access from a home network to external home networks and information 
exchanges with the external home networks, and Fig. 5B illustrates devices 
which are accessible from an external home network based on a user's 
allowable range authentication when the external home network requests an 
access to a home network. Fig. 5A shows a structure by which a service 
access from an external home network is recognized through identifiers and 
ports, but the database can be designed for a user to assign an accessible level 
depending upon access users and enable the access users to access a service 
depending upon a level assigned through authentication. Diverse rules may 
exist for the accessible level, and a service access has to be allowed when such 
rules are mutually agreed between one authenticating an access and one 
requesting the access. 

[53] Fig. 7 to Fig. 9 are flow charts for explaining operations of a multi- 
home service manager according to an embodiment of the present invention. 
[54] Fig. 7 is a flow chart for explaining operations of the multi-home 
service manager delivering multicast packets up to information devices 
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connected to an external home network when the multicast packets have been 
transferred from an information device at home. 

[55] Fig. 8 is a flow chart for explaining operations of the multi-home 
service manager transferring multicast packets to information devices of a 
home network when the multicast packets have been delivered from an 
external home network. 

[56] Fig. 9 is a flow chart for explaining operations of the multi-home 
service manager when a specific service is requested through applications for 
a specific home information device registered in a database. 
[57] Fig. 10 is a view for illustrating a multi-home service using a gateway 
having the multi-home service manager of Fig. 2, showing a process for 
providing a home-to-home network game service. Here, it is assumed that 
gateways installed at a home 1 to a home 3 enable respective homes to 
exchange information with one another through a proxy agent(PA) 
protocol(®). In the ® state, if a user at the home 1 selects a shortcut program 
button D through the multi-home service window as shown in Fig. 3(©) and 
selects 'multi games' on a shortcut program list((3)), the proxy processor of 
a first gateway GW-1 inquires of the home 2 and home 3 about whether the 
'multi games' is allowable(®). Thereafter, a user of each home selects 
whether he or she allows the ® , the proxy processor 234 of each of the second 
and third gateways transfers to the home 1 a response message based on the 
selection(®). At this time, if the home 2 allows the @ and the home 3 does 
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not allow the (D, the proxy processor 234 of the first gateway exchanges data 
through the home 2 and a VPN tunnel, thereby enabling a multi-player game. 
[58] Fig. 11a view for illustrating another multi-home service using the 
gateway of Fig. 2, showing a process for providing a service enabling a user to 
search for and reproduce desired music files in an external home network. 
Even here, it is assumed that the gateways installed at the home 1 to home 3 
enable the homes to exchange information through the PA protocol (refer to 
dotted lines of Fig. 11). First, a user at the home 1 searches information 
devices of his or her own home for desired music files through an information 
device placed in front of himself or herself(®), and, if it is decided that any of 
the desired music files does not exist, selects the service access policy table on 
the multi-home service window as shown in Fig. 3(d)). Thereafter, the 
application processing unit 210 of the first gateway displays the tables shown 
in Fig. 5 A and Fig. 5B, and, if the user requests searching for his or her 
desired music files even in devices connected to external home networks 
through the tables, the proxy processor of the first gateway GW-1 
communicates with the gateways of the homes 2 and 3 through the network 
processing unit 220 and forms a VPN tunnel with each gateway((3)), and sends 
to each home a message inquiring whether the files exist(@). Thereafter, the 
proxy processor 234 of a gateway representing the homes 2 and 3 inquires of 
devices belonging to each home through each middleware about whether the 
corresponding files exist((5)). Here, packets having the message searching for 
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the user's desired files are delivered to the information devices at the home in 
the multicast format, and, if the homes 2 and 3 have been connected through 
the VPN tunnel, the multicast packets are transferred to the information 
devices at the home and, at the same time, to the homes 2 and 3, without the 
steps (2) and (3). 

[59] In the meantime, if multicast packets searching for music files are 
transferred from information devices at the home 2, the middleware processor 
232 searches whether the corresponding music files exist in the devices at the 
home 2(2-®), and delivers the multicast packets through the VPN tunnel to an 
external home network registered in the database. Thereafter, the middleware 
processor of each external home network transfers the multicast packets to 
information devices belonging to each home. At this time, the information 
devices in which the middleware of each home is built receives the multicast 
packets, and the information devices having the requested music files transfer 
a response message. Thus, the information device having transferred the 
multicast packets of the home 2 receives the response message, and can 
reproduce the desired music based on the received response message. 
[60] As described above, the multi-home service system according to the 
present invention can exchange information more safely due to direct data 
exchanges through external home networks and VPN tunnels, as well as the 
multi-home service system is economical since it does not use any Internet 
service provider so that no extra payments are needed for the services. 
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[61] Further, the present invention enables a user to have more information 
since the user can extend services available at a home to external home 
networks, and enables diverse remote services to be carried out since an access 
can be easily made to diverse devices of the external home networks. 
[62] Although exemplary embodiments of the present invention have been 
described, it will be understood by those skilled in the art that the present 
invention should not be limited to the described exemplary embodiments, but 
various changes and modifications can be made within the spirit and scope of 
the present invention as defined by the appended claims. 
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